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CVE: CVE-2018-1000301

summary: curl version curl 7.20.0 to and including
curl 7.59.0 contains a CWE-126: Buffer Over-read
vulnerability in denial of service that can result
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end of a heap based buffer used to store downloaded
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been fixed in curl < 7.20.0 and curl >= 7.60.0.
CVsS: 6.4

CWE: 125

CWE_Name: "Out-of-bounds Read"

CWE_Description:

"The software reads data past the end, or before
the beginning, of the intended buffer."
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