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A Method of Fault Injection on a CPU Emulator
for Embedded Software Testing

MakoTo Hicasur, ! TETSuo YaMaMoOTO,
YASUHIRO HAvAsE,! Takasur Isaiof!
and KATSURO INOUE(!

Exception handling in embedded software detects and deals with inputs from
I/0 devices when those inputs meet conditions of the exception handling. When
exception handling cannot deal with an input, the input sometimes causes a
failure of embedded software. In this paper, we suppose a method of fault
injection by adding the mechanism to inject faults to a CPU emulator for ef-
ficient testing of exception handling. At first, before software running, a user
sepcifies devices and values which may causes a fault in advance. Then, during

softwarerunning, values of inputs from the devices are ignored, and new values
are setted as inputs according to the configuration. Applying the method to an
open software project shows that CPU emulator with the mechanism to inject
faults can execute exception handling that is hard to be executed without the
mechanism to inject faults.
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Fig.1 the process of fault injection.
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Fig.2 a structure of configure file to inject faults.
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void SERTALO(void)

{
static int badbaud =0;
static bool newpkt = true;
char temp;

while(rx_rdy())
{
temp = rx_readc();
if (newpkt && autobaud > 0)
{
if (autobaud ==1)

{
switch (temp)

(€1:)]
}
¥ else {
switch (temp)
{

(")

(€10)]

#define SERO_LSR
(*(volatile unsigned long*)(0x70006014))
#define SERO_RBR
(*(volatile unsigned long*)(0x70006000))

int rx_rdy(void)
{

if((SERO_LSR & 0x1))
return 1;

else
return 0;

unsigned char rx_readc(void)
{

return (SERO_RBR & 0xFF);
}

03 0O0O0OO00O00oooooooo

Fig.3 source code of the functions that are treated as target of examination.

(5) (1)0oOoO

0000000000000 case 0000 defaut 000000 100000 10
0000000000 0default 0000000000000 00000000000000
case 000000000000

0000 100000case 0000000000000 000D000000O0O0OO0
rxreade 00000 D0000 0x70006000 0 000 00000000000000000
00000 case 0000000000000 case J000000000000000
O Dautobaud 000 5000 default 00 0000000000000
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Table 1 the contents of case and default in the function named SERIALO
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(5

02 O000000OO0OD0ODOoboo
Table 2 the content of configure file to inject faults.

ooao goopoooo gooao ogoo

rx_rdy 0x70006014 ooo 0x1
rx_readc 0x70006000 autobaud 0 2 0000000000 0x0D OxFE
rx_readc 0x70006000 autobaud 0 20000000000 0x1A 0xFC
rx_readc 0x70006000 autobaud 0 2 0000000000 0x27 0xEO0
rx_readc 0x70006000 autobaud 0 20000000000 0x4E 0x00
rx_readc 0x70006000 autobaud 0 10000000000 0x1A 0xFC
rx_readc 0x70006000 autobaud 0 1 0000000000 0x4E 0xEO0
rx_readc 0x70006000 autobaud 0 10000000000 0x9C 0x10
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