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Code Clone Detection Technique Using Program Execution Traces

MASAKAZU Tokal:®

NORIHIRO Y OSHIDAZ:P)

KATSURO INOUE!®)

Abstract: Code clone is a code fragment that has identical or similar fragments to it in the source code.
Many code clone detection techniques and tools have been proposed. However, source code derived by
copy-and-paste may be disguised by obfuscation because these techniques detect code clone using only static
information such as source code or binary. Therefore, we propose a new clone detection technique, which
divides execution trace into a set of phases, and then performs the comparison of those phases based on
involved method calls. The experimental result shows that the proposed clone detection technique identified
obfuscated and original classes, and an evidence of reusing source code.
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class Sample { class A {
private void print(String msg) { private void a(String a) {
// S0 // S0

(@ r
public void b() {

|:> a("Hello”);
b
b

class B {

() ﬂ \\A‘ (b)

class Sample {
public void something() {
Ex.print(this, “Hello”);

¥
public void something() {
print(“Hello”);

¥

class Ex {

class Sample {
private void print(String msg) {
// S0

¥
¥
class Ex {
b public static void print(Sample

b a, String msg) {
// 502
}

¥

¥
public void something() {
// 03

class Ex {

01 00000

Fig. 1 An example of obfuscations
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Fig. 2 An overview of the proposed approach

AUYRAEIX YY), AYwRB(RIZ,E17); AV vRC(EwW,E7);

el bbb

o 1 2 o 1 1 o 1 2

03 10000000000000000000

Fig. 3 An example of normalization within one method call
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Fig. 4 An example of normalization according to current and

previous method calls
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Fig. 5 Similarity between obfuscated and original classes
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Fig. 6 Similarity between obfuscated and original methods
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Fig. A-1 An example of detected pair of similar phases
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