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Abstract For a program which handles security information such as a credit card number, it is very
important to prevent inappropriate information leak to outside of systems.

In order to guarantee that a given program never allow information leak, an information security analysis
algorithm was proposed. Security analysis is based on information flow analysis, and provide the security
class (degree of secret) of each output of the program, when the security class of each input is given. In
this paper we introduce a security analysis tool implemented for a procedural language, and also discuss
analysis methods for object-oriented languages.
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Base x = new Derived();
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class Class {
protected String value;
public void method(String ¥) { value = ¥ }
public String method () { return(value); }

class Sample {
protected String value;
public static void main(String][] args) {
Class x = new Class(); Class y = new Class();
x.method(args[0]); // args[0] — high
System.out.println(x.method());
y-method(args[1]); // args[1] — low

System.out.println(y.method ()  (2)));
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}
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class A {
private String value;
public void method(String v) { value = nil; }

class B {
private String value;
public void method(String v) { value = v; }
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y.method_() D SC X high £725.

ZFZT, AYVARYANTDEF 2V T 1 fHHk
BA VAR ABATRIET DFENBAONS.
9 DA, x.value & y.value DEF V)T 1
HERHTBZ LT, KigEs .(2) DSC Mlow &
HETED.

AVARYR, VAR AEMH
A7y MEAETOVSLTHHINDEBE

D SC ERDBILHEST, A VAXYAHFD

SC & ZDA VARV ADNFEDBMED SC LDl

REEHETIHENDS., 22T, 1 VREY

AHHD SC i,

o f VARV ARBHED SC

e A UARUAAY Y RDHEE BLU 2 bHIC
BEINBESBD SC

ICEYBEENS] LWOEAFEHICES, 3O

D SC DREHFHH ZRNRS.

(1) A VAR Y ARHEN DL 2 B RAIBT
DETLMED SC BV A VARZVAAY YR
DEBIED SC DH/NER
BRYUEHNBRGRFETHS. LI,

- BB DAEE R DIV —IICHES TEHR L Z N

PRYMEL LTHBT B, D

- BHEICEEEEZ RN

EOBRAVY REZLFD, H#@EV—FoelL

TOFIFHENGENT S ADA VAR Y ADEE,

ZDSCIFELRYPT W,

10 OHEEHENE, ZOHANC K Y SC A high

CHIEINEEDERLTWS.



(2) A Y RE V@D SC DR/N ER
(1) Tk, AYVRARYAAY Y ROEFHD SC
ICEHBEBERRTTVEY, ARHUEEHTS
ZETA VYRRV RABHICHE R 5 2 IR WER]
D SC 2FEMENSHERTZZ L NTES.
EELEAYY RICBWT, BIEEA VAR Y
Z BRI DOEH 7 0 — 2B T 2HEND B,
10ICBWT, X x.method(args[0]) THEIEH
% A:method() 2 Vv RIZBEME A:value ICFSEE
xRV HEiTE, BRER < META
ABRVADSC X low 2725, ZHICEKY, K
R (3) Wlow D SC 2T dLHTZ L
WNTES.

(3) (AVYREALTZOEH 7O—-DA VAR
Y AIMCEIET BHEEEDH D) A VARV A
BHED SC EyNER
(2) TlL, TRTDA VARV ABHED SC DRt
INEREA VAR ZABFDSC L LEDN, 4
VAR Y ARBHEOHIZFDEHR T O—-NA
AR Y ANEICTHEN R WE DI EET S, AR
HITIE, Z0&5RAVAZ Y RABHED SC T
HENENSHRT 5. EEL, &BEOFBR
TA-=NEDRA Yy RENLUTHEICHEN S H
REiE - THHB LU THBIMEND B.
101CBWT, 3L y.method(args[0]) THEEH
% Bumethod() A VY RiZEH: B::value DfE%®
EFETS. LHL, ZOHEICET2EH7O—
3 UTAMBIC TR N W LI T X, SRR
yETA VAR ADSC i low 125, Z
NI Y, Kigess (4 M low D SC EFHT 5
LRRTZENTED,

Lk, 00 BEADEF2Y T4 HH7NTY
XLBRICEIT BHERE WL DA, ETNE
NS BRRGE R B, EFOFE R
TEHLZLTHEDEWEIER G Z 3T
BN, FOHEIAZXNEBRELRITNERS N,
ZhBI MU= R T7OBRICH B8, EFH
BT B FEOHBRFADPDETH 5.

6 F&o

AHZETE, 8] TRESNEEFaVTAET
ICE S EHR 70 —@r 7 )vd) XLDEES
7V, FHEOEHEERGEEL =, EEITBW T,
EHHEZBR LT, BITOMEL, KEEBAD
MHEITok. £, ATV MEAEEICH
LTEeEFaV T4 @7 VI XLEEHT

DIFERZZT, TOMUFECOWTEBRLE.
SHROFTE L LT,

o ATV Y MEHEFEICNT 28TV T4
7T XL DEE

o BT IVTY XLDEVICED, HELIR
D~ V— KA 7 BIROARGE

o HEEDEF 2V T 4 TFIICED BT FE
DEH

REDNETOHND.
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