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[1] Black Duck Software, "2024 Open Source Security and Risk Analysis Report,” 2024
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[3] S. Hendrick and J. Zemlin, “The State of Software Bill of Materials (SBOM) and Cybersecurity Readiness,” 2022

[4] B. Xia 2, “An Empirical Study on Software Bill of Materials: Where We Stand and the Road Ahead,” ICSE '23

[5] T. Stalnaker 5, “BOMs Away! Inside the Minds of Stakeholders: A Comprehensive Study of Bills of Materials for Software Systems,” ICSE '24
[6] S. Nocera 5, “If it's not SBOM, then what? How Italian Practitioners Manage the Software Supply Chain,” ICSME 2024
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[9] T. Bi 5, “On the Way to SBOMs: Investigating Design Issues and Solutions in Practice,” ACM TOSEM Vol 33, No 6 (2024)
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[11] GitHub Staff, “Octoverse: Al leads Python to top language as the number of global developers surges,” 2024
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libcrypto.so.3 => /lib/x86 64-linux-gnu/libcrypto. so.3
(0x00007f411a280000)
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* NTIA Minimum Elements [12]
« KREIDBAFER NTIA DN KEERICEDIRHITUIEXE
« SPDX NAHEMERED Y —ILE RFHUL TS

I5H B
Supplier Name HmZzER - EF - FFEURA
Component Name HigBICL > THRRmICHIFSN/zam
Version of the Component IBARE DX RID 7= IHFaE DV ERE U738k A+
Other Unique Identifiers EBEmDFFE N DB IRZRF—CENDN S5EBIF

f5l: CPE, SWID tag, PURL
Dependency Relationship TRERR X DNV TRIIT Y [CEENDRE DR
Author of SBOM Data SBOM T —%Z{ERk L7z A
Timestamp SBOM T —4%Z{Erk U7z BEF

[12] The United States Department of Commerce, “The Minimum Elements For a Software Bill of Materials (SBOM)", 2021
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« ZEIRD C/C++ DYV IRITT7ICKT D SBOM HRK

« IRTLLEDEINYT—I(TXT D SBOM &k
o XAT—AIHEANIEDNAEZSEU<IREE

« SPDX Validator! & NTIA Conformance Checker?2 (D&
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https://tools.spdx.org/app/validate/
https://tools.spdx.org/app/ntia_checker/

S — FE5R
« M U2 TOKEFERERICODVLWTER /NI —I 2 HE

.« IKESATSUNELKENICEFEND & ERER

o H

LU= T SBOM H' SPDX 3R#& & NTIA B2
NTIA EH4ANDIEEE S\ KETH I

FFRAEDIFREZ TRV ERRR R TRE

This SPDX Document is valid: No components with missing
information.

Is this SBOM NTIA minimum element conformant? True

Individual elements | Status

All component names provided? | True
All component versions provided? | True
All component identifiers provided? | True
All component suppliers provided? | True
SBOM author name provided? | True
SBOM creation timestamp provided? | True
Dependency relationships provided? | True
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EJVREF -27.9 # FITI71IV-14.0F
- iKTFIPMIV: 316 4 c (KFITAIV: 31 4
o (KTF/INYT—T 9 c (KIS T—T 27T
. L[bs\sl—dev & Libssl3t64 Z= e libssl3téd Z=z2L
=12 15H EJVREF 1THF

name *
versioninfo *
supplier *
externalRefs (PURL) *
packageFileName
downloadLocation

homepage

summary/description
checksums
copyrightText
licenseConcluded/Declared

100% (9)
100% (9)
100% (9)
100% (9)
100% (9)
100% (9)
88.9% (8)
100% (9)
100% (9)
33.3% (3)
88.9% (8)

100% (27)
100% (27)
100% (27)
100% (27)
100% (27)
100% (27)
100% (27)
100% (27)
100% (27)
70.4% (19)
100% (27)
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L]

e C/C++ DV ITFIIT7ICYT S SBOM ERFE%EFHFE

« EIVREFICHEAAFEN DARIFRER
« EITHRFOMKFRER

» NTIA E4-%ER9d 5 SBOM DB FARKICEIN
« EIED C/C++ DV ITRIITITHT S SBOM 4Rk
« YATLEDEINYT—IIXT D SBOM ERK
« SPDX Validator & NTIA Conformance Checker %z @8
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Package A
Version: 1.5.1
‘ng| &
Software
System A
SEOM Package B —

License: GPLv3
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HE(EFEET (Linux Foundation, 2022) [2]

ZRBLIRILRIE FRIRD 412 fERZE T RIC,
ZEEH S SBOM FERADEREEZHE

72/ T—hERAAE (Xia 5, 2023) [3]

ASAVTEOIZRBEAICT 2 T—h &7l

SBOM ANDEAVCERADEEZIRT

12 1—Zf#& (Stalnaker 5, 2024) [4]

2T—IRIVLY —h SBOM DERREF R {E R
BHEUZREE . SFREADMEZAE

KRR (Nocera 5, 2023) [7]

GitHub L 0SS ICX T dEERAE
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BHEEZOOZEERNE RETITSHFEERIT Q/A Tk
- —IROBIRED . BEUZREIC DOV TER

J—H% $92,700 AN
’B’iag: #96,000 A
FRBME: 1 Bb/eUH 1,500 &4

A space to share your insight,

|_q Discussions advice, and perspective.

1 Answer § Sorted by:  Highest sc *
= | Need to get the Sha512 or similar from a Golang package for SBOM purposes. For example,

o |think you are looking for sum.golang.org which is the hash for package https://pkg.go.dev/encoding/json
| can't found any information or api to get it. If possible | need it with source

2 an auditable checksum database which will be used by the go com code
v .
authenticate modules.

v

you can read more on how it works on this post from go blog E H%

u Share Improve this question Follow
Accepted ¥Y—7 prep

[10] Stack Exchange, "All Sites”, 2024 18


https://stackoverflow.com/questions/69121175

{F8%: BRIEEE 1 - O -8EBRINE

- SBOM FSHAICEET 28HEND O 5.
- EIZFDHY (BER): 614
- EI&HY) (REER): 19 4
- EZRL: 154
e (2021 FELIRF) BREOEE - @RRR

T EERR: T |

@ Rk B

- SBOM DEEREZ Stack Overflow CEERT D&

mOEHY(FER) mOFHYCGREER) mEERL

2

« MELHFT727T, BFAICEIETCETS Y/ INII7RFEEDTE
o« TATDRRAT, BER R TIIEAMBIICARR AT RERSEIRNZ )
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« 2021 FEEEH SIEIN
o KEKLEIESDN SPDX D ISO/IEC IBEEAL IR E DEIEE ?




ik BfEEAE 3 - 3FeE 1

IBXDOT7OI I MERI AT LNDM DR +5

“How do I generate a Cyclonedx bom for a Java project
built with Ant?”

Windows ADX i A+45

“Is there any tool through which we can generate SBOM report
(SPDX / CycloneDX) for Windows programs?” 2

1 (March 2022)
2 (September 2022)

21


https://stackoverflow.com/questions/71605182
https://stackoverflow.com/questions/73648096

T8k BEEREE 3-8 2

=7 [ ZRBEHZEREI-T SBOM XK T L) ]

W=V NTIA DHARSAVISERULIENTLVRLDN,
W—ILDOEREICHW\WTHEEBEDAFHEEE

“NTIA minimum SBOM requirement tool”

(2021 & 7 BIC. NTIA hREXRKEES ICHFVFET

GitHub ) SBOM &Ep&ae(.
VIRIDI 7ML IR TIA7 I RAEEENTIIR R

“How to include Open Source license in GitHub SBOM export?” 2

(DRI RIHS SPDX FEZD SBOM &= BENAERK T DHEE)

1 (April 2022)
) (August 2023)


https://stackoverflow.com/questions/76103711
https://stackoverflow.com/questions/76962834

e SBOM V—JVICFAEENH S,
= Xz IXFI A A EDABREE
« SBOM YV—IJUEREEKFAC. IEULY SBOM EERHEELL)
- TES

- HEETE
¢ RFIXVIFRRPEARNRFIASEREDHRTRE
» I5—DFRECPESRNBHRAAZEICEHT SBRNZFE

* “How to create a BOM file in a Flutter project”’
* Flutter ZF\\3 0O LU KT CycloneDX 2D SBOM HERKIZ5ER

L (June 2023)
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https://stackoverflow.com/questions/76515339

{F8%: SPDX 2.3 fie=X(D SBOM D¥&ERK [13]

SPDX v2.3 Document shall contain:
[ SPDX Document -
Creation Information
SPDX v2.3 Document may contain:

r Package Information _.'
File Information l

Snippet Information '

Other Licensing '
Information Detected

Relationships between SPDX '

Elements Information

Annotations Information '
Review Information .

[13] Linux Foundation, Clause 5: Composition of an SPDX document - specification v2.3.0, 2022
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J&k: SBOM (DIELE [14]

« VT I 7Rl EZED Ik

« B RESCHAAAEN CEITEICEEONEED
« EIVRIFEITESED
» ATHRICEIRICHATD OFHAAETNDED

« K[E CISA DX ETIL SBOM Z= 6 DICH%A

oyl B

Design EXETERFE C{ERR 95 SBOM
Source JOJ IO S{ERT D SBOM
Build EIVREFIC{ERR 9 5 SBOM

Analyzed SRYIDS1ERR T S SBOM
Deployed FEIRIES{(AD SBOM
Runtime AT LDOENMEZERIU TIYERL I D SBOM

[14] Cybersecurity and Infrastructure Security Agency (CISA). “Types of Software Bill of Material (SBOM) Documents,” 2023
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* OS: Ubuntu Server 24.04 LTS (AMD64)

e curl 8.10.11

e ./configure ——with-openssl

« OpenSSL RT3

o SHARADOAYY ITPALILEINNAMFTISATSIEELTHATD
« make

« Apache HTTP Server 2.4.63 2

« _/configure
o SHARADOAYY ITPALILEINNAMFTISATSIEELTHATD
« make
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https://github.com/curl/curl/releases/download/curl-8_10_1/curl-8.10.1.tar.xz
https://dlcdn.apache.org/httpd/httpd-2.4.63.tar.gz

{FEx: i — Apache HTTP Server

EJVREF -37.2 # ETI7MI-43 %
« IKIZ TPV 390 c IKIZIPAIV: T

o« IKTF/IVY =TI 17 &  (KFINV U8 TH
. Li\lgsl—dev & libssl3t64 =
=15

=] =| EJVRBF R1ThF
name * 100% (17) 100% (7)
versioninfo * 100% (17) 100% (7)
supplier * 100% (17) 100% (7)
externalRefs (PURL) * 100% (17) 100% (7)
packageFileName 100% (17) 100% (7)

downloadLocation 100% (17) 100% (7)
homepage 82.4% (14) 85.7% (6)
summary/description 100% (17) 100% (7)
checksums 100% (17) 100% (7)
copyrightText 29.4% (5) 42.9% (3)
licenseConcluded/Declared 94.1% (16) 100% (7)
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« SBOM &R

3 XA F—

IRATLEDRINYT—D

— 5 DHLEET]

« Web —/\ZFD&EIZBV\EREHD Ubuntu 24.04 (984 14)

« VM O Debian 12 (1677 )

e VM D Linux Mint 22.1 (2523 )

==

name *

versioninfo *

supplier *
externalRefs (PURL) *
packageFileName

downloadLocation

homepage

summary/description

checksums

copyrightText

licenseConcluded/Declared

4 BB

Ubuntu
100% (984)
100% (984)
100% (984)
100% (984)
95.2% (937)
95.2% (937)
81.2% (799)

95.2% (937)

70.4% (693)

91.2% (897)
6m25.2s

(

(
94.5% (930)

(

(

Debian
100% (1677)
100% (1677)
100% (1677)
100% (1677)
99.9% (1676)
99.9% (1676)
87.8% (1472)
99.9% (1676)
99.9% (1676)
72.8% (1220)
100% (1677)

5m52.5s

Linux Mint
100% (2523)
100% (2523)
100% (2523)
100% (2523)
98.7% (2491)
98.7% (2491)
86.0% (2170)
90.9% (2294)
98.7% (2491)
76.4% (1927)
98.7% (2489)
21m31.8s
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o R NTIA ZFICIETZERINGEUNDY,
Stack Overflow EDEBRMABDFE CHEE S

* “How to include Open Source license in GitHub SBOM export?” "
s FTEIRBHRIEZ/INVT—IKXIFT—ICFEENR)
« /usr/share/doc//Sw A r—I&/copyright ZEENTY S
o WA RERIN THY . Z<IEENISND
» FAEIRAKREH SPDX RIFEBRBRDBZHIEIETS
.« SA1EIREDIGELIEZEEH
o« AXFINXFR/N—IIVBESDREEREDEZ,
XhREE1I—R T4V ITIRINL TEHR
« BH OV RADGEDARIAEEETL. SOEEE
» , andor ICKBDFRIZZE () AND OR IC K BRI ICZEHR

« SPDX HIBICERINLESAIEIRLUANL ID ZHFHITU.
SPDX Document ADRIEI CEX = 50,

(August 2023)
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https://stackoverflow.com/questions/76962834

frix: & - 51t RESEET]

« WER: ABFEHREHS—/INOEAVAN—=IVEHICYT—D

« OS [X Ubuntu Server 24.04 LTS (AMD64)

- 3467 1/ 1187 =45 TE VA EHIE
« SPDX License List [CEFKINTULRWSAITER

c EA—URTavO%E

Bb T D& 2627 3

« EA—UJRTAYDIFERICHEELTLD

I5H SR INZR
name 82.0% (973)

extractedText 98.3% (1167)

JQ@=)
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o« 1D 0OS IV INA SADR
« RedHat % Linux X° Windows 78 &
« Clang ¥ MSVC &

« B E] 5T C7RL) copyright 771U DA XM

« S ERDY T T 7 EIEDT
« FEDNAECEREZ T OISFESIREE
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