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Example of a Python library (Pandas)

to search projects

e

pandas 2.3.3

pip install pandas

Dependencies

Required dependencies

pandas requires the following dependencies.

Package Minimum supported version

NumPy 1.22.4
python-dateutil 2.8.2
pytz 2020.1

tzdata 2022.7

In [1]: import numpy as np

In [2]: import pandas as pd

df.groupby (by="col")
Return a GroupBy object, grouped
["7EM by valuesin column named "col".

df.groupby (level="ind")
Return a GroupBy object, grouped
by values in index level named
"ind".

All of the summary functions listed above can be applied to a group.
Additional GroupBy functions:

size() agg(function)

Aggregate group using function.

Size of each group.

The examples below can also be applied to groups. In this case, the
function is applied on a per-group basis, and the returned vectors
are of the length of the original DataFrame.

shift(1) shift(-1)

Copy with values shifted by 1. Copy with values lagged by 1.
rank(method="dense") cumsum()

Ranks with no gaps. Cumulative sum.
rank(method="min") cummax ()

Ranks. Ties get min rank. Cumulative max.
rank(pct=True) cummin()

Ranks rescaled to interval [0, 1]. Cumulative min.
rank(method="first") cumprod()

Ranks. Ties go to first value. Cumulative product.

| Summarize Data____

df['w'].value counts()

Count number of rows with each unique value of variable
len(df)

# of rows in DataFrame.
df.shape

Tuple of # of rows, # of columns in DataFrame.
df['w'].nunique()

# of distinct values in a column.
df.describe()

Basic descriptive and statistics for each column (or GroupBy).
df.info()

Prints a concise summary of the DataFrame.
df .memory usage()

Prints the memory usage of each column in the DataFrame.
df.dtypes()

Prints a Series with the dtype of each column in the DataFrame.

N

pandas provides a large set of summary functions that operate on
different kinds of pandas objects (DataFrame columns, Series,
GroupBy, Expanding and Rolling (see below)) and produce single
values for each of the groups. When applied to a DataFrame, the

Handling Missing Data

df .dropna()
Drop rows with any column having NA/null data.
df.fillna(value)
Replace all NA/null data with value.

Make New Columns
mmmm  =mmm-
1
.|
[ | [ |
df.assign(Area=lambda df: df.Length*df.Height)
Compute and append one or more new columns.
df['Volume'] = df.Length*df.Height*df.Depth
Add single column.

pd.gcut(df.col, n, labels=False)
Bin column into n buckets.

HETC e

pandas provides a large set of vector functions that operate on all
columns of a DataFrame or a single selected column (a pandas
Series). These functions produce vectors of values for each of the

pd.merge (adf, bdf,
how="left’, on="x1')
Join matching rows from bdf to adf.

pd.merge(adf, bdf,
how="right', on="x1')
Join matching rows from adf to bdf.

bdf,
inner’, on='x1')
B 2 BFL  join data. Retain only rows in both sets.

L | d.merge (adf,
- ke -_g_(.wu,

BN pd.merge (adf, bdf,
how="outer’, on='x1')
Join data. Retain all values, all rows.

adf[adf.x1.isin(bdf.x1)]
All rows in adf that have a match in bdf.

adf[~adf.x1.isin(bdf.x1)]
All rows in adf that do not have a match in bdf.

Set-like Operations




Library of the Library (Pytz)

Dependencies

Required dependencies

pandas requires the following dependencies. pytZ 2025.2 o Pe——
Package Minimum supported version pip install pytz==2025.2 @ Released: Mar 25,2025
NumPy 1224
python-dateutil 2.8.2 World timezone definitions, modern and historical
pytz 2020.1

tzdata 2022.7



https://v-achilles.com/

& Guide for node colors and meanings

Figure 2: V-Achilles analysis result with dependency graph
visualization and a tool tip that shows the dependency’s vul-
nerability information
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(a) Ranza overview, showing all 6 packages in use, 5 flagged as

outdated (color and rotation) are candidates for an update.

Sol. Mantra: Visualizing Update Opportunities
Based on Library Coexistence
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Software Ecosystem...

Adapted from biological ecosystems:

Scypersrsky [1]: “defined as a set of
and interacting with a
together with among them.”

Lungu [2]): “a collection of software systems, which are developed
and cO-evoive In the same environment”

Stallman [3] : “It is a to describe the free software
community, or any human community, as an "ecosystem”, because
that word implies the absence of "



The Emergence of the Ecosystem

https://sl.bing.net/elpmJDe7PSS

Library
Library—Library

 ibrary——Library
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Disruption to the Software Ecosystem

PRIMARY
CONSUMER

SECONDARY

ﬂ T CONSUMER
- Over Reliance on the ecosystem /r &
- Disruption of outside invaders \
- Population control

- How can we model, visualize? Sl @

’ [ TERTIARY
CONSUMER

QUATERNARY o
CONSUMER Biology

DECOMPOSERS E

https://sl.bing.net/elpmJDe7PSS
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mistrust on dependency adoption - 2006

14

There’s a lot of talk about JavaScript libraries, including a
lot of hype and cheerleading, but | think that maybe the
discussion is disproportionate to the amount of people
actually using libraries. Personally, I'm somewhat mistrustful
of using other people’s code (I'm a bit of a control freak) and

| thought | was in the minority, but having spoken to people

like Stuart and PPK who share my feelings, now I’'m not
SO sure.

NCBM (Not Coded By Me)

The control-freak problem is tough for me to understand, because I don’t suffer
from it. I'm a self-taught programmer, and I learned very early on that good
libraries are a programmer’s best friend; they save you having to solve a
problem that’s already solved, and reading the code can often be a useful
learning experience for non-experts. The control-freak viewpoint of “I don’t
trust anyone else’s code” runs directly counter to that, and makes me feel a bit
uneasy. Pretty much every programmer has to trust somebody else’s code at
some point:

e Cand C++ programmers have to trust the people who provide their

library, and C# programmers have to trust the people who provide their
CLR and .NET libraries.

e Programmers who write Python, Ruby, Perl, PHP or other interpreted
languages have to trust the people who provide the inerpreter.

e Everybody listed above has to trust an operating system vendor.



The knowledge gap

This is probably the hardest objection to deal with, for a couple of reasons. First
of all, it comes off as an awfully snobbish thing to say: “oh, don’t try to play
with the grown-ups’ toys, you’re not ready for them yet.” And, in a way, it is an
awfully snobbish thing to say; it’s as if the experienced JavaScript programmers
are all turning their noses up and sneering at the poor peasants who can’t
recite IE’s proprietary event-handling system from memory. This is a serious
issue not because it scares people away from JavaScript libraries, but because it
scares them away from learning about JavaScript; if they see too much
condescension from the “experts”, new programmers won’t have much
incentive to learn more than the bare minimum they need to deal with the task
of the day.

But there is some practicality in the snobbishness; if you don’t have a certain
familiarity with JavaScript and with browser quirks, you could be in for a lot
of trouble:

¢ You might not be able to figure out how to use a particular library.

¢ Ifyou can figure out how to use a library, you still might not be getting the
most out of it because you don’t know what options it really gives you.

¢ The library you end up using might have bugs which you don’t understand
and can’t fix.

¢ You might inadvertently use it in an unsafe way and end up with cross-site
scripting bugs or other security problems.

How to Use

Best Usage

Bugs you cannot understand
Unsafe Usage

16



Explosion of Open Source Library Usage

Supported Package Managers

npm
4.91M Packages

NuGet

547K Packages

CocoaPods
101K Packages

CRAN

27.7K Packages

Hex
17.5K Packages

Carthage

476K Packages

A C o HBs H

Dub

2.86K Packages

PureScript

797 Packages

¥
€
B
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&

A
LY

Maven
672K Packages

Packagist
444K Packages

Bower
68.2K Packages

Clojars
24 2K Packages

Meteor
13.3K Packages

SwiftPM

4 21K Packages

Racket

2.75K Packages

Alcatraz

456 Packages

PyPI

610K Packages

Rubygems

188K Packages

Pub

61.8K Packages

conda

19.4K Packages

Homebrew

9 45K Packages

Julia

3.03K Packages

Nimble

2.52K Pacl

Inqlude

228 Packages

s , Go

574K Packages

Cargo

177K Packages

CPAN

CPAN 41.5K Packages

Hackage

18.1K Packages

Puppet

p 6.92K Packages

Elm

3.03K Packages
; Haxelib

1.7K Packages
=

17



Key Idea: Systematic Modeling Visualizing Library Usage

Point x in time Point y in tim
Library A : : I Lih i :
S - ) : ! Commons-beanUtils (V1)
! 1 20- <! 2
System B | : : versions
1
o ! | 3 : L(V1,01.9.1) %< Java 5+
Library ¢ | . el | 0l I L(Vi.01.9.2) JavaS+
I | : | \
! e 1
I | 1
System D 3 0, 1 T T |
I | =y 385 S S Py
S :gi 2 2 2
& E & S & & A Library Migration Plot. In this example, the
Library migration between systems and libraries. The < Time t release of a related security advisory
orange arrow depicts dependency relations between CVE-2014-0114 (black dashed line) that affects
them. beanutils versions 1.9.1 (marked with crossbones).
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Origins of the Research

» Popularity Trends
— Mileva et al., IWPSEO09
— De Roover, ICPC13

__Ifit works, don't touch it.

» Evolution Studies (lags in updates)
— Raemakers et al., ICSME12, MSR13
— Robbles et al., FSE12
— Bavotaetal.,, ESE15

» Dependency Networks (Transitive)
— Decan etal., ESE18, SANER17
— Abdalkareem et al., FSE17

And many more!

If it ain’t

BROKE

den’t fix it!
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Breakthrough in Research



Impact came with Mass Usage!

How one programmer broke the
internet by deleting a tiny piece of

1 module exports leftpad;
2+ function leftpad (str, len, ch) {
B str = String(str);
var i -1;
('ch ch 0) ch
len len - str.length;
(++1 < len) {
str ch str;
}
N }

str;

IMPLEMENTATION
'S AMAZING HOW SUCH
A SMALL THNG CAN DO
0 MUCH
THS 15 THE
CODERASE

MOINESUSER .CcoM
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Empirical Software Engineering
S pp 1-34

Do developers update their library
dependencies?

An empirical study on the impact of security advisories on library

migration

Authors Authors and affiliations

Raula Gaikovina Kula &, Daniel M. German, Ali Ouni, Takashi Ishio, Katsuro Inoue

Raula Gaikovina Kula, Dr. Eng

Software Engineering Lab
ESEC/FSE2017

Journal First

#ppp. NARA INSTITUTE OF
#48.\; SCIENCE AND TECHNOLOGY
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Studied Libraries
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b) Systems are more likely to

=S

(b) There is little (a) Library

(a) Systems heavily
rely on third-party
dependencies

correlation between
frequent updates
and # dependencies

Figure: System Analysis

migration is not
common practice
for older versions

remain with older popular
library versions

Figure: Library Analysis

Effectiveness of Awareness Mechanisms (1/2)

RQ2: To what extent are developers updating their library dependencies?

* 3 new releases of popular libraries
* 5 security vulnerabilities

* “New release of a popular library (i) there exist patterns of consistent
migration and patterns where an older popular library version is still
preferred.”

* “For a security advisory disclosure we find cases of developer (i) non
responsiveness to security advisory disclosure, which is sometimes
due to an incomplete patch or a latent security advisory.”

Effectiveness of Security Advisory (2/2)
RQ3: Why are developers non responsive to a security advisory?

*  Vulnerable projects contacted for feedback
* Understand feedback

“69% of developers were unaware of their vulnerable
dependencies and proceeded to immediately migrate to a
safer dependency.”

* Developers evaluate based on project specific priorities
* Developers cite migration as a practice that requires
extra migration effort and added responsibility

Kula, R.G., German, D.M., Ouni, A. et al. Do developers update their
library dependencies?. Empir Software Eng 23, 384—417 (2018).
https://doi.org/10.1007/s10664-017-9521-5




Example SUG Visualizations
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A Generalized Model for Visualizing
Library Popularity, Adoption and Diffusion
within a Software Ecosystem

o and Katsuro Inoue!

R. G. Kula, C. De Roover, D. M. German, T.
Ishio and K. Inoue, "A generalized model for
visualizing library popularity, adoption, and
diffusion within a software ecosystem," 20718
IEEE 25th International Conference on Software
Analysis, Evolution and Reengineering
(SANER), Campobasso, Italy, 2018, pp.
288-299, doi: 10.1109/SANER.2018.8330217.

Horizontal rearrangement
Fig. 2 VerXCombo - Parallel Sets Visualization
2015 IEEE 25od neraaceu! Cnfercne s Progran Compehesion
VerXCombo: An interactive data visualization of

popular library version combinations

Yilki Yoo, Rauls Gaikiow

i Ivia, Katsiwo Tnowe
0l o

(yyase, ek

Yano, Yuki, et al. "VerXCombo: An interactive
data visualization of popular library version
combinations." 2015 IEEE 23rd International
Conference on Program Comprehension.
IEEE, 2015.

(a) Ranza overview, showing all 6 packages in use, 5 flagged as
outdated (color and rotation) are candidates for an update.

SoL. Mantra: Visualizing Update Opportunities
Based on Library Coexistence

Todorov, B., Kula, R. G., Ishio, T., & Inoue, K.
(2017, September). SoL Mantra: Visualizing
update opportunities based on library
coexistence. In 2017 IEEE Working Conference
on Software Visualization (VISSOFT) (pp.
129-133). IEEE.
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[2306.10020] The Life and Death of Software
Ecosystems

Life and Death of Ecosystems

Home > Towards Engineering Free/Libre Open Source Software

(FLOSS) Ecosystems for Impact and Sustainability > Chapter

The Life and Death of
Software Ecosystems

Chapter | First Online: 06 July 2019

Apaz=les [l ditehischapton Towards Engineering Free/Libre Open

Source Software (FLOSS) Ecosystems for

Impact and Sustainability

6
Raula Gaikovina Kula 89 & Gregorio Robles

TABLE 2 Emergent Projects after the death of the ecosystem

g) 565 Accesses D 7 Citations @ 87 Altmetric System Name Examp'e Emergent Projects
Concurrent Versioning System (CVS) CVSNT
FireFoxOS Panasonic variant, H50S, KaiOS, Jio
Apache Geronimo Tomcat, EJB, Derby

Maemo MeeGo, Tizan, Mer


https://arxiv.org/abs/2306.10020
https://arxiv.org/abs/2306.10020

Crossing Ecosystems

Intertwining Communities:

Exploring Libraries that Cross Software Ecosystem

20th International Conference on Mining Software Repositories (MSR 2023), May 16, 2023

Kanchanok Kannee, Raula Gaikovina Kula, Supatsara Wattanakriengkrai, Kenichi Matsumoto

Software Engineering Laboratory
Graduate School of Informalion Science
Nara Institute of Science and Technology

Our results show that communities do reach beyond the
boundaries of a single programming language

Nara Institute of Science and Technology, Japan

Sas. NARA INSTITUTE OF
¢ SCIENCE AND TECHNOLOGY

st - Outgrow your limits -

st

Three main questions for future research:

1. Should maintainers consider releasing to multiple ecosystems?

2. Will this phenomenon solve the need to find replacement libraries?
3. How will cross-ecosystem libraries impact ecosystem-level topics like

governance, and management?

i= README.md

Example of cross-ecosystem library

Bokeh is a popular interactive visualization library for modern web browsers

bokeh 2.4.3

bakeh

Bokeh is an interactive visualization library for modern web browsers. It p/ovides elegant, concise Official PyPI
construction of versatile graphics, and affords high-performance interaclivity over large or
streaming datasets. Bokeh can help anyone who would like to quicklyﬁd easily make interactive npm

plots, dashboards, and data applications. 2, ”

-
_ -
SIS - - -~ o 5-mom
bokeh/bokehjs [
Latest Release  pmmmpemweppy _ _Downioads . — g @ ; /| j

pip install bokeh N

_____ L >

+ Published 18 days ago

The README on GitHub
Y Official NPM

To identify a cross-ecosystem library, we use GitHub

repository URL as a link between two analogical libraries

137398

Five popular software ecosystems:

5 Maven

ﬁ pUp' Maven @ 2076 . ¥

33829

g o 28
Ll 20
Collected dataset from Libraries.io 2 )
e 1,110,059 libraries < G
e 4,146 cross-ecosystem libraries 20 0,
5523 110643
cran RubyGems

Cross-ecosystem libraries from the five ecosystems

*These libraries usually comprised of pairs
(i.e, NPM n PyPI)
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Maintainers need
support...

https://thenextweb.com/news/log4i-
bug-internet-open-source-contribut
ors-analysis

. @FiloSottile - Follow

9 Filippo Valsorda @filippo.abyssdomain.expert - Dec 10, 2021 X
No one is paying the log4j2 maintainers!?

There is a whole page on the responsibilities of a @TheASF "Project
Management Committee"... AND NO ONE IS PAYING THEM?
apache.org/dev/pmc.html

Open Source needs to grow the hell up. Yesterday.

£ Volkan Yazici @yazicivo

Log4j maintainers have been working sleeplessly on mitigation
measures; fixes, docs, CVE, replies to inquiries, etc. Yet nothing
is stopping people to bash us, for work we aren't paid for, for a
feature we all dislike yet needed to keep due to backward
compatibility concerns.

g Filippo Valsorda @filippo.abyssdomain.expert

) @FiloSottile - Follow

This is the maintainer who fixed the vulnerability that's
causing millions(++?) of dollars of damage.

"l work on Log4j in my spare time"

"always dreamed of working on open source full time"
"3 sponsors are funding @rgoers's work: Michael, Glenn,
Matt"

People, what are we doing.

26
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Software Ecosystems as Supply Chains

CITHELINUX FOUNDATION

Training Resources Blog GetInvolved Membership Inquiries Join

Alpha-Omega partners with open source software project maintainers to
systematically find new, as-yet-undiscovered vulnerabilities in open source
code - and get them fixed — to improve global software supply chain security.

“Alpha” works with the maintainers of the most critical open source projects to help them identify and fix security vulnerabilities, and
improve their security posture. “Omega” identified at least 10,000 widely deployed OSS projects where it can apply automated security
analysis, scoring, and remediation guidance to their open source maintainer communities.

https://openssf.org/

America’s Cyber Defense Agency

NATIONAL FOR CRITICAL AND RESILIENCE

News & Events v

Careers v

Software Bill of Materials (SBOM)
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A Switch in Thinking of Security



How one programmer broke the
internet by deleting a tiny piece of
code

1 module.exports leftpad;
2+ function leftpad (str, len, ch) {
str = String(str);
var i -1;
('ch ch 0) ch
len len str.length;
(++i < len) {
str ch str;

9 }

Was it a bug?

29



No more free work from Marak - Pay Me or Fork This #1046

Marak opened this issue Nov 8, 2020 - 98 comments

¢ 9 .
i Marak commented Nov 8, 2020 Owner

Respectfully, | am no longer going to support Fortune 500s ( and other smaller sized companies ) with my free work.
There isn't much else to say.

Take this as an opportunity to send me a six figure yearly contract or fork the project and have someone else work on it.

On the weaponisation of open source

March 18, 2022 - 8 minutes read - 1543 words

5. No Discrimination Against Persons or Groups

The license must not discriminate against any person or group of persons.

https://opensource.org/osd

L - = N
’ MReport malware
® & $

nestjs-pino I

3.1.1 « Public - Published 5 days ago

B Readme B Explore & Qo & ® 705 versions

npm i nestjs-pino

Repository

@ github.com/iamolegga/nestjs-pino

Homepage

& github.com/iamolegga/nestjs-pinotirea..

+ Weekly Downloads
107,321 —_—
Version License
311 MIT
Unpacked size Total Files
59.2kB 20

Children wait in a bomb shelter in Mariupol, Ukraine. AP

Help save their lives by donating: oilis Sl it
+ Armed Forces of Ukraine * Ukrainian volunteers - 8 2

Thanks for your support!

Last publish

NestJS-Pino 14 hours ago

Collaborators

Activists are targeting Russians with open-
source “protestware”

At least one open-source software project has had malicious code added
which aimed to wipe computers located in Russia and Belarus.

By Patrick Howell O'Neill March 21,2022

https://neverworkintheory.org/2023/03/07/impact-of-world-politics-on-software-ecosystem 30
s.html


https://opensource.org/osd
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https://neverworkintheory.org/2023/03/07/impact-of-world-politics-on-software-ecosystems.html

const geolLocation =

CVE-2022-23812, CWE-506

Ideas,:Visriron’s éﬁd Reflections
IN and Peace:
The Impact of
World Politics on
Software Ecosystems

Christoph Treude
The University of
Melbourne

Nara Institute of Science
and Technology

ESEC/FSE 2022
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Home > Empirical Software Engineering > Article kegat

. Dependency Management “ Horal.
Developer reactions to e ke O
protestware in open source

software: the cases of

Protestware Contents GitHub

° Others (Non-Mitigation)
color.jsandes5.ext »
Empirical Software Engineering None 0SS Community
pen access | Published: 18 January 2025 ——

Volume 30, article number 56, (2025) ~ Cite this article Aims and scope > Dicsenibration and Maintainer

P 18
: 2 Submit manuscript > ersona
Download PDF & @ You have full access to this open access article

None

Fig.4 A mind map of the themes emerging from protestware discussions

Youmei Fan &, Dong Wang, Supatsara Wattanakriengkrai, Use our pre-submission checklist >

Hathaichanok Damrongsiri, Christoph Treude, Hideaki Hata & Raula Avoid common mistakes on your
manuscript.

GaikovinaKula

5) 255 Accesses @1 Altmetric  Explore all metrics - Pa"‘ffa‘°lle‘ti°"‘ 5 5 .
Special Issue on CHASE 2023 Going Viral: Case Studies on the Impact of Protestware
Youmei Fan Dong Wang Supatsara Wattanakriengkrai
Nara Institute of Science and Tianjin University Nara Institute of Science and
Technology, Japan China Technology, Japan
< < - fan.youmei.fs2@is.naist.jp d.wang@ait kyushu-u.ac.jp wattanakri.supatsara.ws3@is.naist.jp
Ethical Considerations Towards Protestware
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Emerging Taxonomies of systems of software

Single systems (Linux, Eclipse) i.e., Software Systems
Systems of systems i.e., Package managers

Support systems in systems i.e., documentation, bugs, etc.
Legacy systems
GenAl systems

abkown =




Some of our work...
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University of British Columbia University of British Columbia

Rethinking Reuse in Dependency Supply Chains: Initial BC. Canada

Analysis of NPM packages at the End of the Chain mohammadreza.sacidi @ube.ca

Raula Gaikovina Kula, Brittany Reid
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Abstract: The success of modern software development can be largely attributed to the concept of code reuse, such as the ability to reuse existing functionality via third-party package dependencies,
evident within massive package networks like NPM, PyPI and Maven. For a long time, the dominant philosophy has been to ‘reuse as much as possible, without thought for what is being depended upon’,
resulting in the formation of large dependency supply chains that spread throughout entire software ecosystems. Such heavy reliance on third-party packages has eventually brought forward resilience
and maintenance concerns, such as security attacks and outdated dependencies. In this vision paper, we investigate packages that challenge the typical concepts of reuse-that is, packages with no
dependencie that bear the responsibility of being at the end of the dependency supply chain. We find that these end-of-chain packages vary in characteristics and not just packages that can
be easily replaced: an active, well-maintained package at the end of the chain; a "classical" package that has remained unchanged for 11 years; a trivial package nested deep in the dependency chain; a
package that may appear trivial; and a package that bundled up and absorbed its dependencies. The vision of this paper is to advocate for a shift in software development practices toward minimizing
reliance on third-party packages, particularly those at the end of dependency supply chains. We argue that these end-of-chain packages offer unique insights, as they play a key role in the ecos

Bonsai

BonsAIDE: An Extended Vision for Human-Al Interaction in IDEs

DAVID MORENO-LUMBRERAS, Universidad Rey Juan Carlos, Spain
RAULA GAIKOVINA KULA, The University of Osaka, Japan
CHRISTOPH TREUDE, Singapore Management University, Singapore

Al-driven coding assistants are transforming software development, yet their full potential in Integrated Development Environments
(IDEs) remains underutilized. A key challenge is their tendency to hallucinate, producing plausible but incorrect code and leading
developers down unintended paths. Current static file-based IDEs also lack support for tracking the provenance of Al-generated code
or integrating version control in ways that match the dynamic and iterative nature of Al-assisted workflows. Consequently, developers
lack tools to systematically manage, refine, and validate Generative AI (GenAl) code, making correctness, maintainability, and trust

difficult to ensure.

Inspired by the art of Jap: Bonsai g; asizing balance, structure, and pruning—we propose a new paradigm:
an IDE where Al is free to generate, and developers guide evolution by pruning and shaping alternatives. We present BonsAIDE,

a prototype that supports branching, comparison, and pruning of Al-generated code. In an initial study with ten participants, we

observed: (1) diverse exploration strategies across identical tasks; (2) high tool acceptance with low perceived difficulty; (3) benefits of Fig. 1. Example of the BonsIDE with legend of visual encodings: fill = activity: border (on leaf selection) = similarity; size = token

budget.

branching and pruning, including clutter reduction and parallel exploration; and (4) concrete feedback on desired features such as
side-by-side diffs and improved navigation. These findings motivate future research on provenance, prompt-aware navigation, and

scalable human-Al interaction.

What About Our Bug? A Study on the
Responsiveness of NPM Package Maintainers

Raula Gaikovina Kula
University of Osaka

Gema Rodriguez-Pérez
University of British Columbia
ethan.thoma@ubc.ca

raula-k @ist.osaka-u.ac.jp  gema.rodriguezperez@ubc.ca
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My Thoughts of GenAl in the Future

As a Developer and User of Libraries

- Rethink life and death of software.

- Rethink sustainability and security.

- How is knowledge acquired, retained
and spread?

As a Researcher

- Tools, Visualizations etc...
- Speed up empirical studies
- Rethink writing and reporting
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ARTIFICIAL INTELLIGENCE / TECH / POLICY

The developers suing over GitHub Copilot
got dealt a major blow in court

Dev rejects CVE severity, makes his GitHub repo read-only

By Ax Sharma June 30,2024 10:31 AM 5

The popular open source project, ‘ip' recently had its GitHub repository archived, or made "read-only" by
its developer.

Fedor Indutny, due to a CVE report filed against his project, started getting hounded by people on the
internet bringing the vulnerability to his attention.

Unfortunately, Indutny's case isn't isolated. In recent times, open-source developers have been met with
an uptick in receiving debatable or, in some cases, outright bogus CVE reports filed for their projects
without confirmation.

This can lead to unwarranted panic among the users of these projects and alerts being generated by
security scanners, all of which turn into a source of headache for developers.

'node-ip' GitHub repository archived

/ A California judge dismissed
nearly all claims laid out in a
lawsuit that accuses GitHub,
Microsoft, and OpenAl of copying
code from developers.

Linux distros ban 'tainted' Al-generated
code — NetBSD and Gentoo lead the charge
on forbidding Al-written code

m By Christopher Harper published May 18, 2024

Gentoo Linux tells Al-generated code
contributions to fork off

A good PR move opines community member

A Matthew Connatser

Tue 16 Apr 2024  18:30 UTC
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The knowledge gap

This is probably the hardest objection to deal with, for a couple of reasons. First
of all, it comes off as an awfully snobbish thing to say: “oh, don’t try to play
with the grown-ups’ toys, you’re not ready for them yet.” And, in a way, it is an
awfully snobbish thing to say; it’s as if the experienced JavaScript programmers
are all turning their noses up and sneering at the poor peasants who can’t
recite IE’s proprietary event-handling system from memory. This is a serious
issue not because it scares people away from JavaScript libraries, but because it
scares them away from learning about JavaScript; if they see too much
condescension from the “experts”, new programmers won’t have much
incentive to learn more than the bare minimum they need to deal with the task
of the day.

But there is some practicality in the snobbishness; if you don’t have a certain
familiarity with JavaScript and with browser quirks, you could be in for a lot
of trouble:

¢ You might not be able to figure out how to use a particular library.

¢ Ifyou can figure out how to use a library, you still might not be getting the
most out of it because you don’t know what options it really gives you.

¢ The library you end up using might have bugs which you don’t understand
and can’t fix.

¢ You might inadvertently use it in an unsafe way and end up with cross-site
scripting bugs or other security problems.

—BestUsage
—Bugsyreu-cannotunderstand
—Unsate-Usage

On-demand Generative Al Libraries?
- Where is the supply chain?
- Bugs you cannot understand?
- Unsafe usage?
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Software Ecosystems:
Where Do We Go From Here?

1.

Next Step of Evolution of third-party
Libraries (new technique, same problems)

Revolution Rethink existing libraries
without knowledge (solve security and
sustainability problem, but have new
problems)

Make Libraries Obsolete (remove all
problems)

What is the Role of SE Researchers?
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